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13.1 Overview of DHCP Snooping

Definition

The Dynamic Host Configuration Protocol (DHCP) snooping feature ensures that
DHCP clients obtain IP addresses only from authorized DHCP servers and a DHCP

snooping-enabled device records mappings between IP addresses and MAC

addresses of DHCP clients, preventing DHCP attacks on the network.
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Purpose

DHCP defined in RFC 2131 is susceptible to certain attacks, such as a bogus DHCP
server attack, DHCP server DoS attack, and bogus DHCP message attack.

DHCP snooping functions as a firewall between DHCP clients and the DHCP server
to prevent DHCP attacks on the network, facilitating security for communication
services.

Benefits

e A DHCP snooping-enabled device can defend against DHCP attacks on the
network. This enhances device reliability and network stability.

e Service stability and network security are improved.

13.2 Understanding DHCP Snooping

13.2.1 DHCP Snooping Fundamentals

DHCP snooping provides the trusted interface and listening functions.

Trusted Interface

DHCP snooping involves two interface roles: trusted interface and untrusted
interfaces, through which DHCP snooping ensures that DHCP clients obtain IP
addresses from a valid DHCP server.

If a bogus DHCP server exists on a network, DHCP clients may obtain incorrect IP
addresses and network configuration parameters from it, leading to
communication failures. The trusted interface controls the source of DHCP Reply
messages to prevent bogus DHCP servers from assigning IP addresses and other
configurations to other DHCP clients.

Trusted interface and untrusted interfaces process DHCP messages as follows:

e The device receives DHCP ACK messages, NAK messages, and Offer messages
through the trusted interface.

e The device discards DHCP ACK messages, NAK messages, and Offer messages
on untrusted interfaces.

(1 NOTE

The administrator configures the interface directly or indirectly connected to an authorized
DHCP server as the trusted interface, and other interfaces as untrusted interfaces. This
ensures that DHCP clients obtain IP addresses from authorized DHCP servers.

Listening

After DHCP snooping is enabled, the device generates a DHCP snooping binding
table by listening to DHCP Request messages and Reply messages. A binding entry
contains the MAC address, IP address, interface number, and Virtual Local Area
Network (VLAN) ID of the DHCP client.
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The DHCP snooping binding entries are aged out when the DHCP release expires,
or the entries are deleted when users send DHCP Release packets to release IP
addresses.

The administrator needs to record IP addresses of DHCP clients and identify the
mappings between the IP addresses and MAC addresses of the DHCP clients. The
DHCP snooping binding table helps the administrator conveniently record the
mappings.

The DHCP snooping binding table records the mapping between IP addresses and
MAC addresses of DHCP clients. The device can check DHCP messages against the
DHCP snooping binding table to prevent attacks initiated by unauthorized users.

To ensure that the device obtains parameters such as MAC addresses for
generating a DHCP snooping binding table, configure DHCP snooping on the
Layer 2 access devices or the first DHCP relay agent from the device to the DHCP
server.

13.2.2 Option 82 Supported by DHCP Snooping

Overview

In the traditional method of dynamically allocating IP addresses, a DHCP server
cannot determine the DHCP client location from the received DHCP Request
message. As a result, DHCP clients in the same VLAN have the same rights to
access network resources. This brings challenges in security control because the
network administrator cannot control network access of clients in the same VLAN.

RFC 3046 defines the DHCP Relay Agent Information Option (Option 82), which
records the location of a DHCP client. A DHCP snooping-enabled device or a DHCP
relay agent inserts the Option 82 field into a DHCP Request message to notify the
DHCP server of the DHCP client location. In this case, the DHCP server assigns an
IP address and other configurations to the DHCP client, implementing security
control over the DHCP client.

The Option 82 field contains two commonly used suboptions: circuit ID and
remote ID. The circuit ID distinguishes the VLAN ID and interface number of a
client, and the remote ID distinguishes the MAC address of the device to which the
client connects.

When functioning as a DHCP relay agent, a device supports the Option 82 field
regardless of whether DHCP snooping is enabled. However, when functioning as
an access device on a Layer 2 network, the device supports the Option 82 field
only after DHCP snooping is enabled.

The Option 82 field records only the location of a DHCP client and is encapsulated
in a DHCP Request message sent to the DHCP server. To deploy different IP
address assignment or security policies for different clients, the DHCP server must
support the Option 82 field and be configured with IP address assignment or
security policies.

The Option 82 field is different from parameters recorded in a DHCP snooping
binding table. The device adds the Option 82 field to the DHCP Request message
when a DHCP client requests an IP address (at this time, the client does not have
an IP address). However, a DHCP snooping binding entry is generated based on
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the DHCP ACK messages received from the DHCP server (at this time, an IP
address has been assigned to the client).

Implementation

A device uses the following modes to insert the Option 82 field into a DHCP
Request message:

e Insert mode: Upon receiving a DHCP Request message without the Option 82
field, the device inserts the Option 82 field. If the DHCP Request message
contains the Option 82 field, the device checks whether the Option 82 field
contains a remote ID. If a remote ID is present, the device retains the Option
82 field. Otherwise, the device inserts a remote ID.

e  Rebuild mode: Upon receiving a DHCP Request message without the Option
82 field, the device inserts the Option 82 field. If the DHCP Request message
contains the Option 82 field, the device deletes the original Option 82 field
and inserts the Option 82 field set by the administrator.

The device handles reply messages from the DHCP server in the same way
regardless of whether the Insert or Rebuild mode is used.

e If the DHCP Request messages received by the device do not contain the
Option 82 field, the device deletes the Option 82 field from the DHCP Reply
messages and then forwards them to the DHCP client.

e If the DHCP Request messages contain the Option 82 field, the device
changes the Option 82 format in the DHCP Reply messages to that in the
DHCP Request messages and then forwards the reply messages to the DHCP
client.

e |f the DHCP Reply messages do not contain the Option 82 field, the device
directly forwards the messages.

13.2.3 LDRA Supported by DHCPv6 Snooping

Overview
A Lightweight DHCPv6 Relay Agent (LDRA), defined in RFC 6221, is used to insert
relay agent options in DHCPv6 exchange messages to identify user locations.
Similar to Option 82 in DHCPv4, the LDRA provides user location information in
DHCPv6. Generally, the LDRA is configured on the client-side access devices.
Implementation

The working mechanism of an LDRA is similar to that of a DHCPv6 relay agent.
When receiving a DHCPv6 request from a client, the LDRA-enabled device
encapsulates client location information (such as the information about the
interface connecting the client and the device) in a Relay-Forward message, and
forwards the message to the DHCPv6 server. The DHCPv6 server obtains the
location information of the client, and accordingly assigns an IP address, QoS
policy, and access control policy to the client.

Figure 13-1 shows the LDRA interaction process.
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Figure 13-1 LDRA interaction process
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1. A DHCPv6 client sends a DHCPv6 request message to the LDRA-enabled
device.

2. The LDRA-enabled device encapsulates the request message into the relay
agent option and the location information of the client into the interface-id or
remote-id option in a Relay-Forward message and forwards the message to
the DHCPv6 server.

3. The DHCPv6 server obtains the request message and location information of
the client from the Relay-Forward message. The server then selects an IPv6
address and other parameters for the client, constructs a reply, encapsulates
the reply into a Relay-Reply message, and sends the Relay-Reply message to
the LDRA-enabled device.

4. The LDRA-enabled device obtains the reply from the Relay-Reply message,
and forwards the reply to the DHCPv6 client. The client then obtains the
address of the DHCPv6 server, and obtains an IPv6 address and other
parameters from the server.

For details about the Relay-Forward and Relay-Reply messages, see DHCPv6
Packets in "DHCPv6 Configuration" in the Huawei AR Series V200R010
Configuration Guide-IP Service.

13.2.4 Option 18 and Option 37 Fields Supported by DHCPv6
Snooping
Functions of the Option 18 and Option 37 fields are similar to that of the Option
82 field. A device inserts the Option 18 and Option 37 fields into a DHCPv6

message to record the DHCPv6 client location.

(11 NOTE

A device supports the Option 18 and Option 37 fields only after DHCPv6 snooping is enabled.

13.3 Application Scenarios for DHCP Snhooping

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 672



Huawei AR Series Access Routers

CLI-based Configuration Guide - Security 13 DHCP Snooping Configuration

13.3.1 Defense Against Bogus DHCP Server Attacks

Mechanism

Because DHCP servers and DHCP clients lack authentication mechanisms between
them, each DHCP server newly configured on a network assigns IP addresses and

other network parameters to DHCP clients. If the assigned IP addresses and other
network parameters are incorrect, errors may occur on the network.

In Figure 13-2, authorized and unauthorized DHCP servers can receive DHCP
Discover messages broadcast by DHCP clients.

Figure 13-2 DHCP client sending DHCP Discover messages

DHCP pseudo server

If a bogus DHCP server sends a bogus DHCP Reply message with an incorrect
gateway address, Domain Name System (DNS) server address, or IP address to a
DHCP client, as shown in Figure 13-3, the DHCP client cannot obtain the correct
IP address and required information. The authorized user then fails to access the
network and user information security is compromised.

Figure 13-3 Bogus DHCP server attack
Bogus DHCP Server

Server

—_— > DHCP Reply from Bogus DHCP Server
-------- #» DHCP Reply from DHCP server

Solution

To prevent attacks from a bogus DHCP server, configure the trusted interface and
untrusted interfaces on the device.
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You can configure the interface directly or indirectly connected to the authorized
DHCP server as the trusted interface and other interfaces as untrusted interfaces.
The device then discards DHCP Reply messages received on untrusted interfaces,
preventing bogus DHCP server attacks, as shown in Figure 13-4.

Figure 13-4 Trusted interface and untrusted interfaces
Bogus DHCP Server

DHCP Snooping
Enabled

Server

—_—— DHCP Reply from Bogus DHCP Server
------- #  DHCP Reply from DHCP Server

13.3.2 Defense Against Bogus DHCP Message Attacks

Mechanism

An authorized DHCP client that has obtained an IP address sends a DHCP Request
message or Release message to extend the lease time or to release the IP address.
If an attacker continuously sends DHCP Request messages to the DHCP server to
extend the lease time, the IP address cannot be reclaimed or obtained by
authorized users. If an attacker sends forged DHCP Release messages to the DHCP
server, the authorized user may be disconnected.

Solution

To prevent bogus DHCP message attacks, use the DHCP snooping binding table.
The device checks DHCP Request messages and Release messages against binding
entries to determine whether the messages are valid. Specifically, the device
checks whether the VLAN IDs, IP addresses, MAC addresses, and interface IDs in
DHCP messages match binding entries. If a message matches a binding entry, the
device forwards the message. Otherwise, the device discards the message.

13.3.3 Defense Against DHCP Server DoS Attacks

Mechanism

In Figure 13-5, if a large number of attackers request IP addresses on interface1,
IP addresses in the IP address pool are exhausted. This results in no IP addresses
being available for authorized users.

A DHCP server identifies the MAC address of a client based on the client hardware
address (CHADDR) field in the DHCP Request message. If an attacker continuously
applies for IP addresses by changing the value of the CHADDR field, IP addresses
in the address pool on the DHCP server may be exhausted. As a result, authorized
users cannot obtain IP addresses.
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Figure 13-5 Defense against DHCP server DoS attacks
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Solution

To prevent DHCP server DoS attacks, enable DHCP snooping on the device and
then set the maximum number of access DHCP clients allowed on the device or an
interface. Only the allowed number of DHCP clients can obtain an IP address
through the device or interface.

You can enable the device to check whether the MAC address in the Ethernet
frame header matches the value of the CHADDR field in the DHCP message. If the
two values match, the message is forwarded. Otherwise, the message is discarded.

13.3.4 Typical Application of the Option 82 Field

The DHCP Relay Agent Information Option (Option 82) field records the location
of a DHCP client. A DHCP snooping-enabled device or a DHCP relay agent inserts
the Option 82 field into a DHCP Request message to notify the DHCP server of the
DHCP client location. Based on the Option 82 field, the DHCP server can properly
assign an IP address and other configurations to the DHCP client, facilitating
DHCP client security.
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Figure 13-6 Application of the Option 82 field
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In Figure 13-6, clients use DHCP to obtain IP addresses. To improve network
security, the administrator configures the device to control network access of
clients connected to Interface.

The DHCP server cannot detect the DHCP client location based only on the DHCP
Request message. As a result, users in the same VLAN have the same rights to
access network resources.

To address this issue, the administrator can enable the Option 82 insertion
function after DHCP snooping is enabled on RouterA. Upon receiving a DHCP
Request message, RouterA inserts the Option 82 field in the message to notify the
DHCP server of the DHCP client location. The Option 82 field contains the MAC
address, VLAN ID, and interface number of the client. The DHCP server can
properly assign an IP address and other configurations to the client based on the
IP address assignment or security policies on the server.

The Option 82 field records only the location of a DHCP client and is encapsulated
in a DHCP Request message sent to the DHCP server. To deploy different IP
address assignment or security policies for different clients, the DHCP server must
support the Option 82 field and be configured with IP address assignment or
security policies.

13.3.5 Detecting Client Locations Through an LDRA

An LDRA-enabled device can record client location information and forward the
information to the DHCPv6 server. The DHCPv6 server then assigns IP addresses,
accounting policies, and access control policies to the clients based on the client
location information.

In Figure 13-7, users obtain IPv6 addresses through DHCPv6. The administrator
wants to restrict the network access rights of the users on interfacel to improve
network security.
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Figure 13-7 LDRA application
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In the traditional process of allocating IPv6 addresses, the DHCPv6 server cannot
obtain the physical locations of clients. Therefore, the server cannot assign
specified IP addresses or policies to users on a certain interface.

To solve this issue, the administrator enables DHCP snooping and LDRA on the
Router. The Router can then obtain the location information of clients and
forward the information to the DHCPV6 server. The server assigns IP addresses and
security policies to clients based on the client location information.

The LDRA function records only the client location information and forwards the
information to the DHCPv6 server through Relay-Forward messages. The
differentiated policies for IP address allocation, accounting, and access control are
configured on the DHCPv6 server.

13.4 Licensing Requirements and Limitations for DHCP
Snooping

Involved Network Elements

Other network elements are not required.

Licensing Requirements

DHCP snooping is a basic feature of a device and is not under license control.

Feature Limitations

When deploying DHCP snooping on a device, pay attention to the following:

e The 4GE-2S, 4ES2GP-S, 4ES2G-S, and 9ES2 cards do not support DHCP
snooping.

e ART00&ART20&AR150&AR160&AR200&AR1200 series do not support DHCPv6
snooping.

e DHCPv4 snooping can be configured on a Layer 2 access device and the first-
hop DHCPv4 relay agent. DHCPv6 snooping can be configured on a Layer 2
access device and the first-hop DHCPv6 relay agent.

e The DHCP-triggered ARP learning function applies only to wired users and
wireless users do not support this function.
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13.5 Default Settings for DHCP Snooping

Table 13-1 lists the default settings for DHCP snooping.

Table 13-1 Default settings for DHCP snooping

Parameter Default Setting
DHCP snooping globally and on an Disabled
interface

Interface status Untrusted

Location transition for DHCP snooping | Enabled

users
Association between DHCP snooping Disabled
and ARP

Option 82 Disabled

Checking DHCP messages against the | Disabled
DHCP snooping binding table

Checking whether the CHADDR field Disabled
matches the source MAC address in
the header of a DHCP Request
message

Checking whether the GIADDR field in | Disabled
a DHCP Request message is 0

13.6 Configuring Basic Functions of DHCP Snooping

DHCP snooping allows DHCP clients to obtain IP addresses from authorized DHCP
servers, and records mappings between IP addresses and MAC addresses of DHCP
clients to a binding table.

Pre-configuration Tasks

Before configuring DHCP snooping, configure the DHCP function. (For the DHCP
configuration, see DHCP Configuration in the Huawei AR Series V200R010
Configuration Guide - IP Service.)

The procedures in 13.6.1 Enabling DHCP Snooping and 13.6.2 Configuring an
Interface as a Trusted Interface also apply to DHCPv6 snooping.
Configuration Procedure

Configure basic functions of DHCP snooping on a Layer 2 access device or the first
DHCP relay agent from the device.
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13.6.1 Enabling DHCP Snooping

Context

Procedure

Step 1

Step 2

Step 3

DHCP snooping ensures security of the DHCP service. Before configuring DHCP
snooping functions, you need to enable DHCP snooping.

You must enable DHCP snooping first in the system view, and then on an interface
or in a VLAN.

(11 NOTE

Use the dhcp enable command to enable DHCP globally before enabling DHCP snooping.

On the AR120&AR150&AR160&AR200 series and AR1200 series, before enabling DHCP
snooping on an interface or in a VLAN, ensure that the DHCP relay or DHCP server function
has been enabled on this interface or corresponding VLANIF interface; if they are not
enabled, the device will not obtain the binding entries of users.

(11 NOTE

DHCP snooping does not support the BOOTP protocol, which is used by diskless
workstations. Therefore, DHCP snooping binding entries cannot be generated for diskless
workstations. IPSG and DAl are implemented based on binding entries. For this reason, to
use them on a diskless workstation, you must configure static binding entries by running
the user-bind static command.

Run system-view

The system view is displayed.

Run dhcp snooping enable [ ipv4 | ipv6 ]

DHCP snooping is globally enabled.

By default, DHCP snooping is globally disabled on the device.

(11 NOTE

The dhcp snooping enable command in the system view is the prerequisite for DHCP snooping-
related functions. After the undo dhcp snooping enable command is run, all DHCP snooping-
related configurations of the device are deleted. After DHCP snooping is enabled again using
the dhcp snooping enable command, all DHCP snooping-related configurations of the device
are restored to the default configurations.

Enable DHCP snooping in the system, VLAN, or interface view.
e In the system view:
1. Run dhcp snooping enable vlan { vian-id7 [ to vian-id2] } &<1-10>

DHCP snooping is enabled on the device.

By default, DHCP snooping is disabled on the device.
e In the VLAN view or interface view:
1.  Run vlan vian-id

The VLAN view is displayed.
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Or run interface /nterface-type interface-number

The interface view is displayed.
2. Run dhcp snooping enable

DHCP snooping is enabled on the interface or in a VLAN.
By default, DHCP snooping is disabled on the device.

If you run this command in the VLAN view, the command takes effect on all
the DHCP messages received by all interfaces from the specified VLAN. If you
run this command in the interface view, the command takes effect on all the
DHCP messages received by the specified interface.

If a single VLAN ID for 802.1Q encapsulation on a sub-interface is configured
using the dot1qg termination vid command, DHCP snooping cannot be
enabled in the specified VLAN.

--—-End

13.6.2 Configuring an Interface as a Trusted Interface

Context

To enable DHCP clients to obtain IP addresses only from authorized DHCP servers,
configure the interfaces directly or indirectly connected to the DHCP servers
trusted by the administrator as the trusted interfaces, and other interfaces as
untrusted interfaces. This prevents bogus DHCP servers from assigning IP
addresses to DHCP clients.

After enabling DHCP snooping on the interface or in the VLAN connected to the
user, configure the interface connected to the DHCP server as the trusted
interface, so that the dynamic DHCP snooping binding table is generated.

Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Configure the interface as the trusted interface in the interface view or VLAN view.

If you run this command in the VLAN view, the command takes effect only on
DHCP messages in this VLAN received from interfaces that belong to this VLAN. If
you run the dhcp snooping trusted command in the interface view, the command
takes effect for all the DHCP messages received on the specified interface.

e In the interface view:
1.  Run interface /nterface-type interface-number

The interface view is displayed.
2. Run dhcp snooping trusted

The interface is configured as the trusted interface.

By default, an interface is an untrusted interface.
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e In the VLAN view:

1.  Run vlan vian-id

The VLAN view is displayed.
2.  Run dhcp snooping trusted interface /interface-type interface-number

The interface is configured as the trusted interface.
By default, an interface is an untrusted interface.

--—-End

13.6.3 (Optional) Enabling Location Transition for DHCP
Snooping Users

Context

Procedure

Step 1

Step 2

In mobile applications, if a user goes online from interfaceA and then switches to
interfaceB, you need to enable location transition for DHCP snooping users.

Run system-view
The system view is displayed.

Run dhcp snooping user-transfer enable
Location transition is enabled for DHCP snooping users.

By default, location transition is enabled for DHCP snooping users.

--—-End

13.6.4 (Optional) Configuring Association Between ARP and
DHCP Snooping

Context

When a DHCP snooping-enabled device receives a DHCP Release message sent
from a DHCP client, the device deletes the binding entry of the DHCP client.
However, if a client is unexpectedly disconnected and cannot send a DHCP Release
message, the device cannot immediately delete the binding entry of the DHCP
client.

After association between ARP and DHCP snooping is enabled, the DHCP
snooping-enabled device performs an ARP probe to detect the IP address when
the ARP entry mapping an IP address ages. If the DHCP client is not detected after
a specified number of probes, the device deletes the ARP entry. The device then
performs an ARP probe again to detect the IP address. If the DHCP client still
cannot be detected after a specified number of probes, the device deletes the
binding entry of the DHCP client.
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(11 NOTE

A device supports association between ARP and DHCP snooping only when the device functions
as a DHCP relay agent.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run arp dhcp-snooping-detect enable
Association between ARP and DHCP snooping is enabled.
By default, association between ARP and DHCP snooping is disabled.
----End

13.6.5 (Optional) Configuring the Device to Discard DHCP
Request Messages When GIADDR Field Is Not O

Context

The gateway IP address (GIADDR) field in a DHCP Request message records the IP
address of the first DHCP relay agent through which the DHCP Request message
passes. When a DHCP client sends a DHCP Request message, if the DHCP server
and client are on different network segments, the first DHCP relay agent fills its
own IP address in the GIADDR field before forwarding the DHCP Request message.
The DHCP server then uses the IP address in this field to locate the DHCP client
and select an appropriate address pool from which to assign an IP address to the
client.

To ensure that the device obtains parameters such as MAC addresses for
generating a binding table, enable DHCP snooping on Layer 2 access devices or
the first DHCP relay agent. This ensures that the GIADDR field in the DHCP
Request messages received by the DHCP snooping-enabled device is 0. If the
GIADDR field is not 0, the message is considered to be invalid and discarded.

Procedure
Step 1 Run system-view
The system view is displayed.

Step 2 Enable the device to check whether the GIADDR field in the DHCP Request
message is 0 in the VLAN view or interface view.

1.  Run vlan vian-id
The VLAN view is displayed.
Or run interface interface-type interface-number

The interface view is displayed.
2. Run dhcp snooping check dhcp-giaddr enable
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The device is enabled to check whether the GIADDR field in a DHCP Request
message is 0.

By default, the device does not check whether the GIADDR field in a DHCP
Request message is 0.

If you run this command in the VLAN view, the command takes effect on all the
DHCP messages in the specified VLAN received by all the interfaces on the device.
If you run this command in the interface view, the command takes effect on all
the DHCP messages received by the specified interface.

--—-End

13.6.6 (Optional) Disabling DHCP Snooping on an Interface

Context

Procedure

Step 1

Step 2

Step 3

When DHCP snooping is enabled in a VLAN, all interfaces in this VLAN will have
DHCP snooping enabled. To disable DHCP snooping on a specified interface, run
the dhcp snooping disable command on this interface. After DHCP snooping is
disabled on an interface, users on this interface can go online, but dynamic DHCP
binding entries are not generated for the users.

Run system-view

The system view is displayed.

Run interface /interface-type interface-number
The interface view is displayed.

Run dhcp snooping disable

DHCP snooping is disabled on an interface.

By default, if the dhcp snooping enable command is run on an interface or in the
VLAN to which an interface belongs, DHCP snooping is enabled on this interface.

--—-End

13.6.7 Verifying the DHCP Snooping Configuration

Context

Procedure

You can verify the DHCP snooping configuration after the configuration is
complete.

e Run the display dhcp snooping [ interface /nterface-type interface-number |
vlan vlan-id] command to view DHCP snooping running information.

e Run the display dhcp snooping configuration [ vlan vian-id | interface
interface-type interface-number] command to view the DHCP snooping
configuration.
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e Run the display dhcp snooping user-bind { { interface /interface-type
interface-number | ip-address jp-address | mac-address mac-address | vlan

vian-id} " | all } [ verbose ] command to check the DHCP snooping binding
table.

e Run the display dhcpv6 snooping user-bind { { interface /interface-type
interface-number | ipv6-address jpv6-address | mac-address mac-address |
vlan vian-id}"| all } [ verbose ] command to check the DHCPv6 snooping
binding table.

e Run the display dhcp snooping statistics command to check statistics on the
received DHCP messages.

--—-End

13.7 Configuring DHCP Snooping Attack Mitigation

Prerequisites

After basic DHCP snooping functions are configured, DHCP clients can obtain IP
addresses from the authorized DHCP server, preventing attacks on the network
from bogus DHCP servers. However, many other DHCP attacks exist on the
network. To mitigate these attacks, configure DHCP snooping attack mitigation
functions on the device as required.

In this chapter, the function in Configuring Defense Against Bogus DHCP
Message Attacks and the function in step 2 of Configuring Defense Against
DHCP Server DoS Attacks are also applicable to DHCPv6 snooping.

Basic DHCP snooping functions have been configured.

13.7.1 Configuring Defense Against Bogus DHCP Server

Attacks

Context

Procedure
Step 1

Step 2

After DHCP snooping is enabled and a trusted interface is configured, the device
ensures DHCP clients obtain IP addresses from the authorized DHCP server,
preventing attacks from bogus DHCP servers. However, the location of the bogus
DHCP server cannot be detected, meaning the network security is still at risk.

After DHCP server detection is enabled, the DHCP snooping-enabled device checks
information about the DHCP server, such as its IP address and connecting port
number, in the DHCP Reply messages and records the information in the log. You
can refer to these logs to check whether bogus DHCP servers exist on the network.

Run system-view
The system view is displayed.
Run dhcp server detect

DHCP server detection is enabled.
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By default, detection of DHCP servers is disabled.
----End

13.7.2 Configuring Defense Against Bogus DHCP Message

Attacks

Context

Procedure

Step 1

If an attack pretends to be an authorized user to send a bogus DHCP message to
the DHCP server on a DHCP network, the authorized user cannot use the IP
address or goes offline unexpectedly. After the DHCP snooping binding table is
generated, the device can check DHCP messages against the binding table. Only
messages that match the binding table can be forwarded; otherwise, the messages
are discarded. This prevents unauthorized users from sending bogus DHCP
messages to renew or release IP addresses.

Enable a device to check DHCP messages against the DHCP snooping binding
table.

If the function is configured in the VLAN view, it takes effect on all the interfaces
in the VLAN; if the function is configured in the interface view, it takes effect only
on the interface.

1. Run system-view

The system view is displayed.
2. Runvlan vian-id or interface interface-type interface-number

The VLAN or interface view is displayed, respectively.
3.  Run dhcp snooping check user-bind enable

The device is enabled to check DHCP messages against the DHCP snooping
binding table.

By default, a device is not enabled to check DHCP messages against the
DHCP snooping binding table.
4. Run dhcp snooping check mac-address enable

The function of checking whether the CHADDR field is the same as the source
MAC address of the header of a DHCP Request message is enabled.

By default, the function of checking whether the CHADDR field is the same as
the source MAC address of the header of a DHCP Request message is
disabled.

Step 2 (Optional) Enable the DHCP snooping alarm function.

1. Run system-view

The system view is displayed.
2. Run interface /nterface-type interface-number

The interface view is displayed.
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Run dhcp snooping alarm { user-bind | mac-address | untrust-reply }
enable

The DHCP snooping alarm function is enabled.

By default, the DHCP snooping alarm function is disabled.

Step 3 (Optional) Configure the alarm threshold.

The alarm threshold can be set both in the system view and interface view. If the
alarm threshold is configured in the system view and interface view, the smaller
value takes effect.

1.

In the system view:
Run system-view

The system view is displayed.
Run dhcp snooping alarm threshold threshold

The alarm threshold for the number of DHCP snooping-discarded messages is
configured.

If this command is run in the system view, it takes effect on all the interfaces
of the device.

By default, the alarm threshold for the number of DHCP snooping-discarded
messages is 100.

In the interface view:

Run system-view

The system view is displayed.
Run interface /interface-type interface-number

The interface view is displayed.

Run dhcp snooping alarm { user-bind | mac-address | untrust-reply }
threshold threshold

The alarm threshold for the number of DHCP snooping-discarded messages is
configured.

By default, the global alarm threshold for the number of DHCP snooping-
discarded messages is 100, and the alarm threshold for the number of DHCP
snooping-discarded messages on an interface is the value configured using
the dhcp snooping alarm threshold command in the system view.

--—-End

13.7.3 Configuring Defense Against DHCP Server DoS Attacks

Context

If attackers maliciously apply for IP addresses from the DHCP server, the IP address
pool becomes exhausted, preventing authorized users from obtaining IP addresses.
This can happen if attackers continuously apply for IP addresses by changing the
client hardware address (CHADDR) field, which is the field that DHCP servers
generally use to identify the MAC address of a DHCP client.
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Procedure

Step 1

Step 2

Step 3

To prevent DHCP users on some interfaces from maliciously applying for IP
addresses, you can limit the number of DHCP snooping binding entries that can be
learned by an interface. When the number of DHCP snooping binding entries
reaches the maximum value, no DHCP client can obtain an IP address through the
interface. To prevent attacks carried out by continuously changing the CHADDR
field in the DHCP Request message, enable the device to check whether the MAC
address in the Ethernet frame header matches the CHADDR field in the DHCP
message. With this function enabled, the message is only forwarded if the two
values match.

Run system-view
The system view is displayed.

Set the maximum number of DHCP snooping binding entries to be learned by an
interface in the VLAN, or interface view.

1.  Run vlan vian-id
The VLAN view is displayed.
Or run interface /nterface-type interface-number

The interface view is displayed.
2. Run dhcp snooping max-user-number max-user-number

The maximum number of DHCP snooping binding entries is set on the
interface.

If you run this command in the VLAN view, the command takes effect for all
the interfaces in the VLAN.

Enable the device to check the CHADDR field in the message in the VLAN view or
interface view.
1. Run vlan vian-id

The VLAN view is displayed.
Or run interface /nterface-type interface-number

The interface view is displayed.
2.  Run dhcp snooping check mac-address enable

The device is enabled to check whether the MAC address in the Ethernet
frame header matches the CHADDR field in the DHCP message.

By default, the device does not check whether the MAC address in the
Ethernet frame header matches the CHADDR field in the DHCP message.

If you run the dhcp snooping check mac-address enable command in the
VLAN view, the command takes effect on all the DHCP messages in the
specified VLAN received by all the interfaces on the device. If you run the
dhcp snooping check mac-address enable command in the interface view,
the command takes effect for all the DHCP messages received on the
interface.
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3.

Run quit

Return to the system view.

Step 4 (Optional) Set the alarm threshold for the number of messages discarded by
DHCP snooping in the system view or interface view.

1.

In the system view:
Run dhcp snooping alarm threshold threshold

The global alarm threshold for the number of discarded messages by DHCP
snooping is set.

If you run this command in the system view, the command takes effect for all
the interfaces on the device.

By default, the global alarm threshold for the number of messages discarded
by DHCP snooping is 100.

In the interface view:

Run interface /nterface-type interface-number

The interface view is displayed.
Run dhcp snooping alarm mac-address threshold threshold
The alarm threshold for the number of DHCP messages discarded because the

CHADDR field in the DHCP messages does not match the source MAC address
in the Ethernet frame header is set.

By default, an alarm is generated in the system when at least 100 DHCP
snooping messages are discarded, and the alarm threshold on an interface is
set using the dhcp snooping alarm threshold command in the system view.

(11 NOTE

If the alarm threshold is set in the system view and interface view, the smaller value
takes effect.

--—-End

13.7.4 Verifying the DHCP Snooping Attack Defense
Configuration

Context

After DHCP snooping attack defense is completely configured, check the
configured parameters.

Procedure

Run the display dhcp snooping [ interface interface-type interface-number |
vlan vilan-id] command to view DHCP snooping running information.

Run the display dhcp snooping configuration [ vlan vian-id | interface
interface-type interface-number] command to view the DHCP snooping
configuration.
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e Run the display dhcp snooping statistics command to check statistics on the
received DHCP messages.

--—-End

13.8 Inserting the Option 82 Field in a DHCP Message

Context

The Option 82 field records the location of a DHCP client, and is inserted into a
DHCP Request message before being sent to the DHCP server. This allows the
DHCP server to assign an IP address and other configurations to the DHCP client,
facilitating DHCP client security.

(11 NOTE

e DHCP Option 82 must be configured on the user side of a device; otherwise, the DHCP
message sent to the DHCP server will not carry Option 82.

e The total length of all Option82 fields must be between 1 byte to 255 bytes. If their total
length exceeds 255 bytes, some Option82 information will be lost.

e There is no limit on the number of Option 82 fields configured on a device. However, a large
number of Option 82 fields will occupy a lot of memory and slow down device processing. To
ensure device performance, take into account the service requirements and device memory
size when configuring Option 82 fields.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 You can configure the device to insert the Option 82 field in a DHCP message in
the interface view or VLAN view.

View

Steps

VLAN view

1.
2.

Run the vlan v/ian-id command to enter the VLAN view.

Run the dhcp option82 { insert | rebuild } enable
command to enable the device to insert the Option 82
field in a DHCP message.

By default, the device is disabled from inserting the Option
82 field in a DHCP message.

Run the quit command to return to the system view.

Interface view 1.

Run the interface /interface-type interface-number
command to enter the interface view.

Run the dhcp option82 { insert | rebuild } enable
command to enable the device to insert the Option 82
field in a DHCP message.

By default, the device is disabled from inserting the Option
82 field in a DHCP message.

Run the quit command to return to the system view.
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Step 3

Step 4

Step 5

(Optional) You can configure the format of the Option 82 field in the system or
interface view. If the configuration is performed in the system view, the
configuration takes effect for all interfaces on the device. If the configuration is
performed in the interface view, the configuration takes effect only for the
specified interface.

View Steps

System view 1. Run the dhcp option82 [ vlan vian-id] [ ce-vlan ce-vian-
id] [ circuit-id | remote-id ] format { default | common |
extend | user-defined fext} command to configure the
format of the Option 82 field in a DHCP message.

By default, the format of the Option 82 field in a DHCP
message is default.

Interface view 1. Run the interface interface-type interface-number
command to enter the interface view.

2. Run the dhcp option82 [ vlan vian-id] [ ce-vlan ce-vian-
id] [ circuit-id | remote-id ] format { default | common |
extend | user-defined fext } command to configure the
format of the Option 82 field in a DHCP message.

By default, the format of the Option 82 field in a DHCP
message is default.

3. Run the quit command to return to the system view.

(Optional) Run dhcp option82 subscriber-id format { ascii ascii-text | hex hex-
text}

The Sub6 suboption is inserted into the Option 82 field of DHCP messages and the
format of the Sub6 suboption is configured.

By default, the Sub6 suboption is not inserted into the Option 82 field of DHCP
messages.

(Optional) Configure suboptions inserted into the DHCP Option 82 field in the
system view, VLAN view, or interface view. If the configuration is performed in the
system view, the configuration takes effect for all interfaces on the device. If the
configuration is performed in the VLAN view, the configuration takes effect for all
DHCP messages from this VLAN that are received by all interfaces. If the
configuration is performed in the interface view, the configuration takes effect
only for the specified interface.

View Steps

System view 1. Run the dhcp option82 encapsulation { circuit-id |
remote-id | subscriber-id } * command to configure
suboptions inserted into the DHCP Option 82 field.

By default, the circuit-id (CID) and remote-id (RID)
suboptions are inserted into the DHCP Option 82 field.
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View Steps
VLAN view 1. Run the vlan vian-id command to enter the VLAN view.

2. Run the dhcp option82 encapsulation { circuit-id |
remote-id | subscriber-id } * command to configure
suboptions inserted into the DHCP Option 82 field.

By default, the circuit-id (CID) and remote-id (RID)
suboptions are inserted into the DHCP Option 82 field.

3. Run the quit command to return to the system view.

Interface view 1. Run the interface /interface-type interface-number
command to enter the interface view.

2. Run the dhcp option82 encapsulation { circuit-id |
remote-id | subscriber-id } * command to configure
suboptions inserted into the DHCP Option 82 field.

By default, the circuit-id (CID) and remote-id (RID)
suboptions are inserted into the DHCP Option 82 field.

3. Run the quit command to return to the system view.

--—-End

Verifying the Configuration

e Run the display dhcp option82 configuration [ vlan vian-id | interface
interface-type interface-number] command to view the DHCP Option 82
configuration.

13.9 Configuring the LDRA to Detect Client Locations

Context

To allow a DHCPv6 server to detect client locations on a DHCPv6 network,
configure the lightweight DHCPv6 relay agent (LDRA) on the client-side access
device.

After the LDRA is configured on a DHCPv6 network with a large number of
trusted clients, disable the device from generating DHCP snooping binding entries.
Without this function enabled, new users cannot go online if the number of DHCP
snooping binding entries reaches the upper limit. In addition, the LDRA-enabled
device inserts the interface-ID or remote-ID option into the Relay-Forward
message to record client location information. Configure the formats of interface-
ID and remote-ID depending on the actual location of users on the network.

Procedure
Step 1 Run system-view
The system view is displayed.

Step 2 Run vlan vian-id
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Step 3

Step 4

Step 5

Step 6

Step 7

The VLAN view is displayed.

Run dhcpv6 snooping relay-information enable [ trust ]

The LDRA is enabled for DHCPv6 snooping.

By default, the LDRA is disabled for DHCPv6 snooping.

Run quit

Return to the system view.

(Optional) Run dhcpv6 interface-id format { default | user-defined text}
The format of the interface-id option in the DHCPv6 packets is configured.
By default, the interface-id option is in the default format.

(Optional) Run dhcpv6 remote-id format { default | user-defined text}
The format of the remote-id option in the DHCPv6 packets is configured.

By default, the remote-id option is in the default format.

(Optional) Disable the interface from generating DHCP snooping binding entries

after the DHCP snooping function has been enabled.

When this configuration is performed in the VLAN view, the configuration takes

effect for all DHCP users belonging to this VLAN on all interfaces. When this

configuration is performed in the interface view, the configuration takes effect for

all DHCP users connecting to this interface.

By default, an interface generates DHCP snooping binding entries after DHCP

snooping is enabled.

Configuratio | Step
n Dimension

VLAN-based For a batch of VLANSs in the system view
configuration | ¢ Run the dhcp snooping enable no-user-binding vlan

after DHCP snooping is enabled.
For a single VLAN in the VLAN view
1. Run the vlan vian-id command to enter the VLAN view.

binding entries after DHCP snooping is enabled.
3. Run the quit command to return to the system view.

{ vlan-id7 [ to vian-id2] }&<1-10> command to disable the
interfaces from generating DHCP snooping binding entries

2. Run the dhcp snooping enable no-user-binding command
to disable the interfaces from generating DHCP snooping

Interface- 1. Run the interface /nterface-type interface-number
based command to enter the interface view.

binding entries after DHCP snooping is enabled.

3. Run the quit command to return to the system view.

configuration | 5 run the dhcp snooping enable no-user-binding command
to disable the interfaces from generating DHCP snooping
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----End

13.10 Inserting the Option 18 or Option 37 Field in a
DHCPv6 Message

Context

The function of inserting the Option 18 or Option 37 field in a DHCPv6 message is
similar to that of inserting the Option 82 field in a DHCPv4 message. The Option
18 field contains the interface ID of a client and the Option 37 field contains the
MAC address of a client. A device inserts the Option 18 or Option 37 field to a
DHCPv6 Request message to notify the DHCP server of the DHCPv6 client
location. This allows the DHCP server to assign an IP address and other
configurations to the DHCPv6 client, facilitating DHCP client security.

Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Run interface /interface-type interface-number
The interface view is displayed.
Step 3 Run dhcpv6 { option18 | option37 } { insert | rebuild } enable

The device is enabled to insert the Option 18 or Option 37 field to a DHCPv6
Request message.

By default, the device is disabled from inserting the Option 18 or Option 37 field
in a DHCPv6 message.

(11 NOTE

If you run the dhcpv6 { option18 | option37 } enable command in the VLAN view, the
command takes effect for all the DHCPv6 messages received from the specified VLAN. If
you run the dhcpv6 { option18 | option37 } enable command in the interface view, the
command takes effect for all the DHCPv6 messages received on the specified interface.

Step 4 Run quit
Return to the system view.
Step 5 (Optional) You can configure the format of Option 18 field inserted in DHCPv6

messages in the system view, VLAN view, or interface view.
e In the system view:

a. Run dhcpv6 option18 [ vlan vian-id] [ ce-vlan ce-vian-id] format user-
defined text

The format of Option 18 field inserted in DHCPv6 messages is configured.

By default, the format of Option 18 field inserted in DHCPv6 messages is
not configured.
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In the VLAN view:

a.

Run vlan vian-id

The VLAN view is displayed.

Run dhcpv6 option18 format user-defined text

The format of Option 18 field inserted in DHCPv6 messages is configured.

By default, the format of Option 18 field inserted in DHCPv6 messages is
not configured.

e In the interface view:
a. Run interface /nterface-type interface-number
The interface view is displayed.
b. Run dhcpv6 option18 [ vlan vian-id] [ ce-vlan ce-vian-id] format user-
defined fext
The format of Option 18 field inserted in DHCPv6 messages is configured.
By default, the format of Option 18 field inserted in DHCPv6 messages is
not configured.
(10 NOTE

If you run the dhcpv6 option18 format command in the system view, the command takes
effect for the Option 18 field in all DHCPv6 messages. If you run the dhcpv6 option18
format command in the VLAN view, the command takes effect for the Option 18 field in all
DHCPv6 messages received from the specified VLAN. If you run the dhcpv6 option18
format command in the interface view, the command takes effect for the Option 18 field in
all DHCPv6 messages received on the specified interface.

Step 6 (Optional) Configure the format of Option 37 field inserted in DHCPv6 messages
in the system view, VLAN view, or interface view.

In the system view:

a.

Run dhcpv6 option37 [ vlan vian-id] [ ce-vlan ce-vian-id] format user-
defined text

The format of Option 37 field inserted in DHCPv6 messages is configured.

By default, the format of Option 37 field inserted in DHCPv6 messages is
not configured.

In the VLAN view:

a.

Run vlan vian-id

The VLAN view is displayed.

Run dhcpv6 option37 format user-defined text

The format of Option 37 field inserted in DHCPv6 messages is configured.

By default, the format of Option 37 field inserted in DHCPv6 messages is
not configured.

In the interface view:

a.

Run interface interface-type interface-number
The interface view is displayed.

Run dhcpv6 option37 [ vlan vian-id] [ ce-vlan ce-vian-id] format user-
defined fext

The format of Option 37 field inserted in DHCPv6 messages is configured.
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By default, the format of Option 37 field inserted in DHCPv6 messages is
not configured.

(10 NOTE

If you run the dhcpv6 option37 format command in the system view, the command takes
effect for the Option 37 field in all DHCPv6 messages. If you run the dhcpv6 option37
format command in the VLAN view, the command takes effect for the Option 37 field in all
DHCPv6 messages received from the specified VLAN. If you run the dhcpv6 option37
format command in the interface view, the command takes effect for the Option 37 field in
all DHCPv6 messages received on the specified interface.

--—-End

13.11 Maintaining DHCP Snooping

13.11.1 Clearing DHCP Snooping Statistics

Context

Procedure

NOTICE

The cleared statistics cannot be restored. Exercise caution when you run the
commands.

e Run the reset dhcp snooping statistics global command in the user view to
clear statistics on globally discarded DHCP messages.

e Run the reset dhcp snooping statistics interface /interface-type interface-
number [ vlan vian-id] command in the user view to clear statistics on
discarded DHCP messages on an interface.

e Run the reset dhcp snooping statistics vlan vian-id [ interface interface-
type interface-number] command in the user view to clear statistics on
discarded DHCP messages in a VLAN.

--—-End

13.11.2 Clearing DHCP Snooping Binding Entries

Context

After the networking environment changes, DHCP snooping binding entries do not
age immediately. The following information in DHCP snooping binding entries
may change, causing packet forwarding failure:

e VLAN to which a DHCP client belongs.

e Interface to which DHCP clients are connected.

Before changing the networking environment, clear all DHCP snooping binding
entries manually so that the device generates a new DHCP snooping binding table
based on the new networking environment.
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Procedure

NOTICE

After the DHCP snooping binding entries are cleared, network communication can
be recovered only after all the DHCP users connected to the device re-log in and
new binding entries are generated. Exercise caution when you run the command.

e  Run the reset dhcp snooping user-bind [ [ vlan vian-id | interface interface-
type interface-number) * | ip-address [ jp-address | | ipv6-address [ ipv6-
address] ] command in the user view to clear DHCP snooping binding entries.

--—-End

13.11.3 Backing Up DHCP Snooping Binding Entries

Context

Procedure

Step 1

Step 2

If binding entries are not backed up, the binding entries will be lost after the
device restarts. DHCP users must log in again so that the device can generate
DHCP snooping binding entries for DHCP users to communicate. After DHCP
snooping binding entries are backed up, DHCP snooping binding entries can be
restored after the device restarts.

Run system-view

The system view is displayed.

Run dhcp snooping user-bind autosave file-name [ write-delay delay-time ]
The device is enabled to back up dynamic DHCP snooping binding entries.

By default, local automatic backup of the DHCP snooping binding table is
disabled.

--—-End

13.12 Configuration Examples for DHCP Snooping

13.12.1 Example for Configuring DHCP Snooping Attack

Defense

Networking Requirements

In Figure 13-8, RouterA and RouterB are access devices, and RouterC is a DHCP
relay agent. Client1 and Client2 are connected to RouterA through Eth2/0/0 and
Eth2/0/1 respectively. Client3 is connected to RouterB through Eth2/0/0. Client1
and Client3 obtain IP addresses using DHCP, while Client2 uses the static IP
address. Attacks from unauthorized users prevent authorized users from obtaining
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IP addresses. The administrator needs to enable the device to defend against
DHCP attacks on the network and provide better service to DHCP clients.

Figure 13-8 Networking diagram for configuring DHCP snooping attack defense
DHCP Client1

Eth2/0/0
2/0
1

Eth
IP:10.1.1.1/24
MAC:0001-0002-0003

Configuration Roadmap
The configuration roadmap is as follows:

Enable DHCP snooping.

2. Configure an interface as the trusted interface to ensure that DHCP clients
obtain IP addresses from the authorized server.

3. Enable association between ARP and DHCP snooping to enable the device to
update the binding entries when a DHCP user is disconnected.

4. Enable the device to check DHCP messages against the binding table to
prevent bogus DHCP message attacks.

5. Set the maximum number of access DHCP clients and enable the device to
check whether the MAC address in the Ethernet frame header matches the
CHADDR field in the DHCP message to prevent DHCP server DoS attacks.

6. Configure the trap function for the number of discarded messages and the
rate limit.

Procedure
Step 1 Enable DHCP snooping.
# Enable DHCP snooping globally.

<Huawei> system-view
[Huawei] sysname RouterC
[RouterC] dhcp enable

[RouterC] dhcp snooping enable

# Enable DHCP snooping on the user-side interface. Eth2/0/0 is used as an
example. The configuration on Eth2/0/1 is the same as the configuration on
Eth2/0/0 and is not mentioned here.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

[RouterC] interface ethernet 2/0/0
[RouterC-Ethernet2/0/0] dhcp snooping enable
[RouterC-Ethernet2/0/0] quit

Configure the interface connected to the DHCP server as the trusted interface.

[RouterC] interface ethernet 2/0/2
[RouterC-Ethernet2/0/2] dhcp snooping trusted
[RouterC-Ethernet2/0/2] quit

Enable association between ARP and DHCP snooping.
[RouterC] arp dhcp-snooping-detect enable

Enable the device to check DHCP messages against the DHCP snooping binding
table.

# Configure the user-side interface. Eth2/0/0 is used as an example. The
configuration on Eth2/0/1 is the same as the configuration on Eth2/0/0 and is not
mentioned here.

[RouterC] interface ethernet 2/0/0
[RouterC-Ethernet2/0/0] dhcp snooping check user-bind enable
[RouterC-Ethernet2/0/0] quit

Enable the device to check whether the GIADDR field in a DHCP Request message
is 0.

# Configure the user-side interface. Eth2/0/0 is used as an example. The
configuration on Eth2/0/1 is the same as the configuration on Eth2/0/0 and is not
mentioned here.

[RouterC] interface ethernet 2/0/0
[RouterC-Ethernet2/0/0] dhcp snooping check dhcp-giaddr enable
[RouterC-Ethernet2/0/0] quit

Set the maximum number of access users allowed on the interface and enable the
device to check the CHADDR field.

# Configure the user-side interface. Eth2/0/0 is used as an example. The
configuration on Eth2/0/1 is the same as the configuration on Eth2/0/0 and is not
mentioned here.

[RouterC] interface ethernet 2/0/0

[RouterC-Ethernet2/0/0] dhcp snooping max-user-number 20
[RouterC-Ethernet2/0/0] dhcp snooping check mac-address enable
[RouterC-Ethernet2/0/0] quit

Configure the trap function for the number of discarded messages and the rate
limit.

# Enable the trap function for discarding messages and set the alarm threshold.
Eth2/0/0 is used as an example. The configuration on Eth2/0/1 is the same as the
configuration on Eth2/0/0 and is not mentioned here.

[RouterC] interface ethernet 2/0/0

[RouterC-Ethernet2/0/0] dhcp snooping alarm mac-address enable
[RouterC-Ethernet2/0/0] dhcp snooping alarm user-bind enable
[RouterC-Ethernet2/0/0] dhcp snooping alarm untrust-reply enable
[RouterC-Ethernet2/0/0] dhcp snooping alarm mac-address threshold 120
[RouterC-Ethernet2/0/0] dhcp snooping alarm user-bind threshold 120
[RouterC-Ethernet2/0/0] dhcp snooping alarm untrust-reply threshold 120
[RouterC-Ethernet2/0/0] quit

Verify the configuration.
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# Run the display dhcp snooping configuration command to view the DHCP

snooping configuration.

[RouterC] display dhcp snooping configuration
#

dhcp snooping enable

arp dhcp-snooping-detect enable

#

interface Ethernet2/0/0

dhcp snooping enable

dhcp snooping check dhcp-giaddr enable

dhcp snooping check user-bind enable

dhcp snooping alarm user-bind enable

dhcp snooping alarm user-bind threshold 120
dhcp snooping check mac-address enable

dhcp snooping alarm mac-address enable

dhcp snooping alarm mac-address threshold 120
dhcp snooping alarm untrust-reply enable

dhcp snooping alarm untrust-reply threshold 120
dhcp snooping max-user-number 20

#

interface Ethernet2/0/1

dhcp snooping enable

dhcp snooping check dhcp-giaddr enable

dhcp snooping check user-bind enable

dhcp snooping alarm user-bind enable

dhcp snooping alarm user-bind threshold 120
dhcp snooping check mac-address enable

dhcp snooping alarm mac-address enable

dhcp snooping alarm mac-address threshold 120
dhcp snooping alarm untrust-reply enable

dhcp snooping alarm untrust-reply threshold 120
dhcp snooping max-user-number 20
#

interface Ethernet2/0/2

dhcp snooping trusted
#

# Run the display dhcp snooping interface command to view DHCP snooping

information on an interface.

[RouterC] display dhcp snooping interface ethernet 2/0/0
DHCP snooping running information for interface Ethernet2/0/0 :

DHCP snooping : Enable
Trusted interface :No

Dhcp user max number 120
Current dhcp user number :0
Check dhcp-giaddr : Enable
Check dhcp-chaddr : Enable
Alarm dhcp-chaddr : Enable
Alarm dhcp-chaddr threshold 1120

Discarded dhcp packets for check chaddr : 0

Check dhcp-request : Enable
Alarm dhcp-request : Enable
Alarm dhcp-request threshold 1120

Discarded dhcp packets for check request : 0

Alarm dhcp-reply : Enable

Alarm dhcp-reply threshold 1120

Discarded dhcp packets for check reply : 0

[RouterC] display dhcp snooping interface ethernet 2/0/2
DHCP snooping running information for interface Ethernet2/0/2 :

DHCP snooping : Disable (default)
Trusted interface : Yes

Dhcp user max number 1512 (default)
Current dhcp user number :0

:Disable (default)
: Disable (default)
: Disable (default)

Check dhcp-giaddr
Check dhcp-chaddr
Alarm dhcp-chaddr
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Check dhcp-request
Alarm dhcp-request
Alarm dhcp-reply

--—-End

Configuration Files

RouterC configuration file

#

sysname RouterC

#

dhcp enable

#

dhcp snooping enable

arp dhcp-snooping-detect enable

#
interface Ethernet2/0/0
dhcp snooping enable

: Disable (default)
: Disable (default)
: Disable (default)

dhcp snooping check dhcp-giaddr enable

dhcp snooping check user-bind enable

dhcp snooping alarm user-bind enable

dhcp snooping alarm user-bind threshold 120
dhcp snooping check mac-address enable

dhcp snooping alarm mac-address enable

dhcp snooping alarm mac-address threshold 120
dhcp snooping alarm untrust-reply enable

dhcp snooping alarm untrust-reply threshold 120
dhcp snooping max-user-number 20

#
interface Ethernet2/0/1
dhcp snooping enable

dhcp snooping check dhcp-giaddr enable

dhcp snooping check user-bind enable

dhcp snooping alarm user-bind enable

dhcp snooping alarm user-bind threshold 120
dhcp snooping check mac-address enable

dhcp snooping alarm mac-address enable

dhcp snooping alarm mac-address threshold 120
dhcp snooping alarm untrust-reply enable

dhcp snooping alarm untrust-reply threshold 120
dhcp snooping max-user-number 20

#
interface Ethernet2/0/2

dhcp snooping trusted
#

return

13.12.2 Example for Configuring LDRA to Detect Client

Locations

Networking Requirements

As shown in Figure 13-9, the R&D department and marketing department of a
company connect to the Internet through the Router and obtain IPv6 addresses
using DHCPv6. The company requires that the DHCPv6 server assigns different IP
addresses, access control policies, and QoS policies to the clients in different

departments.
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Figure 13-9 Networking diagram for configuring LDRA
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Configuration Roadmap

Procedure
Step 1

Step 2

The configuration roadmap is as follows:

1. Enable DHCP snooping.

Router DHCPv6 Relay

DHCPv6 Server

2. Enable LDRA. After LDRA is enabled on the Router, the Router can forward
the client location information to the DHCPv6 server, and the DHCPv6 server

can assign corresponding policies to the clients.

Create a VLAN and configure interfaces.

# Create VLAN 10 on the Router.

<Huawei> system-view
[Huawei] sysname Router
[Router] vlan batch 10

# Add interfaces Eth2/0/0, Eth2/0/1, and Eth2/0/2 to VLAN 10.

[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] port link-type access
[Router-Ethernet2/0/0] port default vlan 10
[Router-Ethernet2/0/0] quit

[Router] interface ethernet 2/0/1
[Router-Ethernet2/0/1] port link-type access
[Router-Ethernet2/0/1] port default vlan 10
[Router-Ethernet2/0/1] quit

[Router] interface ethernet 2/0/2
[Router-Ethernet2/0/2] port link-type trunk
[Router-Ethernet2/0/2] port trunk allow-pass vlan 10
[Router-Ethernet2/0/2] quit

Enable DHCP snooping.
# Enable DHCP snooping globally.

[Router] dhcp enable
[Router] dhcp snooping enable

# Enable DHCP snooping on the user-side interfaces.

[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] dhcp snooping enable
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Step 3

Step 4

[Router-Ethernet2/0/0] quit

[Router] interface ethernet 2/0/1
[Router-Ethernet2/0/1] dhcp snooping enable
[Router-Ethernet2/0/1] quit

# Set the status of the interface connecting to the DHCPv6 server to Trusted.

[Router] interface ethernet 2/0/2
[Router-Ethernet2/0/2] dhcp snooping trusted
[Router-Ethernet2/0/2] quit

Enable the LDRA.
# Enable the LDRA in VLAN 10.

[Router] vlan 10
[Router-vlan10] dhcpv6 snooping relay-information enable

# Disable the interfaces in VLAN 10 from generating DHCP snooping binding
entries. After DHCP snooping is enabled, the interfaces will not restrict the number
of online users.

[Router-vlan10] dhcp snooping enable no-user-binding

Warning: To execute no-user-binding will delete all dynamic binding table with the same vlan. Continue? [Y/
Nly

[Router-vlan10] quit

Verify the configuration.

# Run the display dhcp snooping configuration command to verify the LDRA
configuration.

[Router] display dhcp snooping configuration
#
dhcp snooping enable

vlan 10

dhcp snooping enable no-user-binding
dhcpv6 snooping relay-information enable
#

interface Ethernet2/0/0

dhcp snooping enable

#

interface Ethernet2/0/1

dhcp snooping enable

#

interface Ethernet2/0/2

dhcp snooping trusted

#

--—-End

Configuration Files

Router configuration file

#

sysname Router

#

vlan batch 10

#

dhcp enable

#

dhcp snooping enable

vlan 10
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dhcp snooping enable no-user-binding
dhcpv6 snooping relay-information enable

#

interface Ethernet2/0/0
port link-type access
port default vlan 10
dhcp snooping enable

interface Ethernet2/0/1
port link-type access
port default vlan 10
dhcp snooping enable

interface Ethernet2/0/2

port link-type trunk

port trunk allow-pass vlan 10
dhcp snooping trusted

#

return

13.13 Troubleshooting DHCP Snooping

13.13.1 DHCP Clients Cannot Go Online Due to DHCP

Snooping

Fault Description

The possible causes are as follows:

Procedure

The network-side interface connected to the DHCP server is not configured as
the trusted interface.

The number of DHCP clients connected to the user-side interface has reached
the maximum value.

Step 1 Check whether the trusted interface is correctly configured.

1.

Run the display dhcp snooping configuration command to check in which
VLANSs and on which interfaces DHCP snooping is enabled and whether
"Trusted interface" is displayed on the network-side interface.

(1] NOTE

After DHCP snooping is enabled on an interface, the interface is an untrusted interface
by default. When receiving messages from the network-side interfaces, the device
processes only the DHCP Reply messages received on the trusted interface and
discards those on untrusted interfaces. When receiving messages from user-side
interfaces, the device forwards the messages only to the trusted interface.

Check whether the network-side interface on the DHCP server is the trusted
interface. If it is not the trusted interface, run the dhcp snooping trusted
command in the VLAN or interface view to configure the interface as a
trusted interface.

Step 2 If the interface is correctly configured, check whether the number of access DHCP
clients reaches the threshold.
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1. Run the display dhcp snooping configuration command to check whether
"DHCP user max number: XX" is displayed globally, in the VLAN or on the
user-side interface.

(11 NOTE

If "DHCP user max number: XX" is not displayed, the default maximum number of
DHCP clients is 512. The configured value takes preference.

If you set the maximum value in the system view, VLAN view, and the interface view,
the smallest value takes effect.

2.  Run the display dhcp snooping user-bind all command to view the number
of dynamic DHCP snooping entries on the DHCP snooping-enabled interface.
If the number of entries on the interface has reached the maximum value,
new DHCP clients cannot access the network.

--—-End

13.14 FAQ About DHCP Snooping

13.14.1 Can a Router Provide DHCP Snooping Function
Without Using a LAN Card?

No, DHCP snooping function can only be provided by the LAN card.

To restrict source MAC addresses without a LAN card installed, the router can use
Layer 2 ACL. However, Layer 2 ACL is not a replacement for DHCP snooping.
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